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Abstract:

The menABLE research report presents a comprehensive synthesis of the key
findings emerged from literature review, qualitative focus groups, and semi-
structured interviews involving diverse stakeholders and experts in thefield of
GBYV online By documenting the current state of the art, it identifies specific areas
for intervention and conducts a comparative analysis across partner countries
(Belgium, Denmark, and Greece). Serving as both theoretical and empirical
foundation, the report contri butes to the educational and awareness-raising
initiatives of the project, including valuable insights to combat gender-based
violence online.
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GENERAL PREFACEThe menABLE project and
Its research programme

Gender -based violence (whichwill be referred tofrom here on with the acronym GBV) s a historical
yet also modern societal issue, which has also been spreading in recent years in the digital
environment due to the increase of the use of digital technologies, creating a new category of GBV,
called gender -based violence online. The continuing changes in interpersonal relations due to
technological progress , further exacerbated by the Covid -19 pandemic and its consequences , are
contributing to  the spreading and diversification of GBV, making it also more complex and more
difficult to tackle. The increased issue of GBV s spilling into the digital space , turning the digital
ecosystem into a hostile environment , not only for women or girls, but also for other vulnerable
groups and minorities (such transgender, gender  -non -conforming people, disabled people, sexual,
ethnic, and religious minorities), and even men and boys.

To complement existing programmes, initiatives, and strategies  , to regulate, monitor or report GBV
online, a more pro -active and inclusive approach is needed. menABLE (Empower Manpower
against gender -based violence online) is a twenty -four -month project co -funded by the European
Commission (ECwhich aims to tackle GBV online by promoting mutual awareness, tolerance, and
respect and by means of prevention strategies primarily, but not exclusively, targeting boys and
young men *. European Schoolnet (EUN), together with Child Focus (from Belgium), CDYC (from
Denmark), and FORTH (from Greece) are partnering together in the menABLE project to target GBV
online . Since achieving this target will only be possible when men and boys become part of the
solution, the project aims to prevent GBV online by tackling its root causes. The menABLE project
aims to promote a better understanding of the phenomenon of GBV online, by providing a
European Toolbox for educators/practitioners, comprising a wide variety of resources, such as
guidelines and interactive materials to be used in formalandnon ~ -formal educat ion settings. A wide
range of national and European training and outreach activities to train and support young people,
teachers, school professionals, social workers and other caregivers will take place as part of the
activities, alongside awareness-raising campaigns and activities to promote the Toolbox and to
tackle gender -based prejudices, bias, and stereotypes which could lead to GBV online.

In more concrete terms, the menABLE project targets early teens (13 -15 years) and late teens (16 -
18 years) through formal and non -formal education settings, by engaging them  z together with
their peers, educational professionals, and adults 7 in youth -centric consultations, through a
multifaceted | earning journey.

In order to take an evidence -based approach to prevent and remediate GBV online, it is
fundamental to first understand what it is and how it works. Therefore, the menABLE Toolbox is

1 For more information aboutthe  menABLE project, see https:/mww.menable.eu/ . The menABLE project is co-funded by the Citizens, Equality,
Rights and Values Programme (CERV2022-DAPHNE) of the European Union; European Commission Z Directorate -General Justice and
Consumers by the European UnionAs Rights, Equality andyoftheduthacsenshi py
and can in no way be taken to reflect the views of the European Commission.
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built on a comprehensive research programme that comprises three interrelated components
enriching each other: a literature review, a series of qualitative focus groups and seventeen semi -
structured interviews with various stakeholders and experts in the f ield. The current report
synthesises main research findings, and it provides a theoretical and empirical backbone for the
education and awareness -raising activities carried out as part of the menABLE project.
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PART I: Literature review

1. Introduction
1.1 Overall objectives and structure of the literature review

GBV z whether physical or online  z is a threat to the physical and mental well -being of people.
Information and Communication Technologies (ICTs) are among the factors that have contributed

to amplifying and normalising GBV. In particularly, a distinctive ~ phenomenon of GBV s the violence
perpetrated against women and girls, who are statistically one of the most affected categories by
this type of violence. The European Union Agency of Fundamental Rights (2014) estimates that one

in ten women have experienc ed some form of cyber violence since the age of 15.  Even though they
represent the vast majority, other categories are  also shown to be targeted by GBV online, such as
LGBTQI+ community and, to a different scale and extent, boys and young men.

Despite the risks and potential harms that the online world can pose, access to the Internet as well

as possessing adequate digital skills are increasingly important for people of all backgrounds,
cultures, and ages which offer tremendous opportunities for persona I, academic, and professional
development and civic participation. Therefore, it is crucial to ensure that digital public space sare
safe and empowering place sfor everyone, regardless of sex, gender, gender identification or other
potential discriminatory  factors. Reference is often made to the socio -cultural contexts in which
GBYV online occurs, to its connection with its offline version to the various forms and shapes it can
take, and to the possible perpetrators and group targets. GBYV online varies extensively in its form
and impact , and the most common forms it can take include online (sexual) harassment,
cyberbullying, violations of privacy, doxing, personal content shar  ed without consent, image -based
sexual abus eDuetdis mutitisoiplitary ramrg, an eclectic mix of concepts and ideas
are being used, sometimes interchangeably, to describe its nature and dimensions. Is GBV online
comparable to the offline phenomenon? Where do they differ? And how does GBV transpose into

the online environment in which children and young people are nowadays growing up? Which are

the main forms of GBV online? Why are some individuals/groups disproportionally affected? GBV
online is an emerging, complex, and evolving phenomenon, so even researchers and policymakers
struggle to agree and understand what GBV online effectively is.

This literature review has the aim to recognise the existing diversity of perspectives, approaches
and terminologies used to describe and address this phenomenon, but equally, seeks to develop

a comprehensive GBV online definition. From an educational poin  t of view, youth need to be
equipped for meaningful and open dialogue, peer  -to-peer discussion, and inclusive participation to
explore and reflect upon their own views and experiences,  using strategies to avoid victimisation,
victim blaming, and stigmatisation. In trying to capture the full complexity of the GBV online
phenomenon, the first part of th  is research explores the definitions and academic discussions on
the topic ; its key features, its nature and prevalence, its main forms, risks, causes and
consequences. The last part of this literature review  provides a more anecdotal account of how this
all translates across menABLE partner countries, namely Belgium, Denmark, and Greece.

Co-funded by Funded by the European Union. Views and opinions expressed are however
the E Uni those of the author(s) only and do not necessarily reflect those of the
€ European Union European Union. European Union cannot be held responsible for them.
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1.2. Research Methodology

The desktop research starts from the available  literature concerning what the terms gender and
violence entail and how GBV was first defined , starting from the offline phenomenon.
Subsequently, it aims to investigate the connection between offline and online dynamics, with a
particular focus on how the nature of GBV is mutating in the digital sphere. This corpus is
complemented with relevant Recommendations, Declarations, Reports, Guidelinesand Fa  ctsheets
from international, regional and European bodies and organisations such as the European
Commission (EC), European Parliament (EP), the European Institute for Gender Equality (EIGE), the
European Union Agency for Fundamental Rights (FRA), the Advis ory Committee on Equal
Opportunities for Women and Men, CYBERSAFE, other UN organi sations and institutions such as
the World Health Organization (WHO), the Human Rights Council (HRC), and finally the Council of
Europe (CoE) and the Group of Experts on Action against Violence against Women and Domestic
Violence (GREVIO). Resources and dowments are also integrated from a landscape review of
relevant policies, data, statistics, and practices in the three menABLE partner countries (Belgium,
Denmark, and Greece ).

For the needs of the study, a focus is given mainly on the phenomenology and terminology of GBV
online, the definitions already existing in the research literature, at the European and international
levels, and its key features, risks, causes and consequences. Among the used search strings,  with
simple keywords , see Figure 1.
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Figure 1 - Word cloud of search strings for GBV online.
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2. What is gender -based violence?
2.1. Introduction

Nowadays, the-bbesem VYgoenhearce;j has become common ar
assess crimes against oneAs sex, gender, or gende
Sendén, 2021). However, the concept of identifying an act of violence thati s motivated by gender -

based reasons is relatively new. From history books to middle age novels, GBV has always been

present, but institutions and society often failed to identify it as such. Today, due to the

technological progress and the possibilityto ¢ onnectto and from every corner of the world, people

can express and report but also commit a n act of violence at any time and from any place, even

anonymously. Hence, academia and community started to question the feasibility of a crime

committed against one person or a group because of their sex, gender, or gender identity, both

offline and online. Before delving in  to the most specific issue of GBV online, which is at the core of

this research, itis keyto understand the root -causes and consequencesoft hi s Hi nti mat eA ye

crime.

Underpinning the entire research, a special focus should be given to the two most used terms:
"gender" and "violence". Both words have seen a radical change in their features and nuances
throughout the decades due to the many societal and cultural progresses, such as economic,
political, and technological. The study of their terminology contributes to broaden the
understanding of the topic.

First, 3genderj is a specific term that is based o
The first main difference to highlight is the diff
more biological and binary form (Sumerau , Mathers, Nowakowski, Cragun , 2017). As WHO states:

JGender refers to the characteristics of women, men, girls and boys that are socially constructed.

Gender interacts with but is different from sex, which refers to the different biological and

physiological cha racteristics of females, males and intersex persons, such as chromosomes,

hormones and reprhoductive organsi

In hierarchical structures , gender inequality has underpinned most discriminations for many
centuries. Gender -based bias potentially intersects with other factors of discrimination, such as
ethnicity, socioeconomic status, disability, age, and gender identity, among others. Gender identity
dynamics and developments mirro r inner characteristics of a human being, which may not
correspond to a personAsangihlesoutside dhg yonstaints of thex at bir
biological form (Al Idred & Biglia, 2015). This fluid concept of gender identity has been a legacy of the
latest decades, when people started to advocate for different identification of oneself, which could

not fit in a binary check box. While this new wave of identificatono  fone self's gender has given the
possibility to multiple groups of people to feel more included and inclusive at the same time, the
concept of GBV has been also extended, to also encompass these gender identifications that were
not previously contemplated . For this reason, the present research does not exclusively address

https://www. whopions/ geadeh#t ab=tab_1
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GBYV against women and girls but comprises all the vulnerable groups which are mostly targeted
because of their gender or gender identity. This does certainly not exclude boys and young men ,
which are affected by GBV in a different scale and manner.

Clearly defining gender or gender identity is  important for the purpose s of this research report as
it allows for the correlation with the second term analysed in this chapter. While the terminology
surrounding the word J3vi ol emuajmorena yndesstand andtoe x pl i ci
analyse when considering this term, especially when addressing GBV online . The term violence
contains many different features and nuances ; however, this chapter focuses mainly on the se
categories of violence present in GBV. As stated in a WHO Report (Krug, Dahlberg, Mercy, Zwi
Lozanoin, 2002) violence is: J Y e intentional use of physical force or power threatened or actual,
against oneself, another person, or against a group or community, that either results in or has a

high likelihood of resulting in injury, death,  psychological harm, maldevelopment or deprivation .
This definition allows to highlight two key characteristics of the violence phenomenon: its
interpersonal nature and its perceptibility.

Firstly, while analysing this definition, it is ke
This can apply to a cluster or a group which identifies  as one gender. Another relevant feature is

collective violence ; that a group of people with the same gender identity can be targeted by violence

due to the nature of their shared gender identity.

Secondly, violence is not only physical force, but it can also take an invisible ~ form using power, which

affects the mental, psychological, and emotional status of  targeted victim (s). Psychological violence

can go unseen and have extremely serious and lasting consequences on avictim. Threats, coercive
control, exploitation of oneAs vulnerability and v
their strength resides in the power of the words and the weight thessacti ons have on v
mental and emotional wellbeing . Psychological violence has seen a sharp rise due to the use of

social media, sharing platforms and online blogs, which can be used by ~ both a known person and

a stranger to perpetrate an act o f psychological violence. Accordingto the research conducted by

the Economist Intelligence Unit (2021), 38 per cent of women around the world experienced

personally online violence and the statistics rise to 85 per centwhen  witnessing such violence. The

same research also shows that 9 out of 10 women confirms that GBV online is harmful to their

general wellbeing.

GBVhappening in the digital sphere is asreal as GBV happening in the physical environment , even
if their features and impact might differ . To understand, prevent and fight against GBV online, it is
fundamental to first understand and define what GBV is  since these two different forms are not
mutually exclusive, they are part of a sort of continuum, and multiple incidences of violence can be
happening at once and reinforcing each other. GBV is built on complex dynamics and structural
problems, and itis ¢ haracterised by being transversal to differents  ocial statuses (Grignoli, Barba, &
D'Ambrosio, 2022). Therefore, the way in which it is defined largely depends on cultural, societal,
economic, and contextual factors. As such, itis likely to evolve over time and place s, with new forms
and shapes emerging .
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The most complicated and controversial issue in studying and understanding GBV is related to its
operational definition. Transposing the fight against GBV into policy and legislative language has
been proven difficult as policy writers and government seem to miss how structural forms and
cultural behaviours have a role in defining GBV.

The first internationally agreed definition of ~ GBVwas introduced in the 1993 UN Declaration on the

Elimination of Violence Against Women, which in  its Art. 1 defines violence againstwomenas 3 [ . . . ]
any act of gender -based violence that results in, or is likely to result in, physical, sexual or
psychological harm or suffering to women including threats of such acts, coercion or arbitrary

deprivation of liberty, whether occurring in public or in private |ifej

This has been reinforced also by t he Council of Europe Convention on preventing and combating
violence against women and domestic vi20lleThise (t he
international instrument  followed almost three decades after the UN Declaration mentioned

before. Article 3 of The Istanbul Conventon def i nes both terms UYviolence
bdomest i cMvoiloe necnec ea/\g ais defined a waovidlationjof human rights and a form

of discrimination against women and shall mean all acts of ~ GBVthat result in, or are likely to result

in, physical, sexual, psychological or economic harm or suffering to women, including threats of

such acts, coercion or arbitrary deprivation of liberty, whether occurring in public or in private life i
The EU's recent accession to the Istanbul Convention, on 1 June 2023, marks a significant step in
intensifying actions against GBV and providing a binding legal framework for the protection of
women. By embracing the Convention, the EU recognisesthe stru  ctural aspects of violence against
women and addresses the specific needs of its victims, unifying the EU Member States under a
common legal framework to combat violence against women and promoting gender equality
throughout the EU °.

Within the European legal framework, the EU has not adopted its own definition of GBV yet, nor
has it enacted specific legislation encompassing this phenomenon ; instead, the EU refersto already
existing definitions developed by the  above-mentioned UN and the Council of Europe instruments .
Although there are similarities and commonalities between national policies to prevent and
combat GBV, the Member States have adopted different approaches and strategies.

If policies and legislations for adults have been lacking the  overall framework and  recognition of

issues related to GBV, for children and young people this problem is even more exacerbated. There

is quite a tension between two main approaches: protection and empowerment (Al Idred & Biglia,

2015). While the two approaches seem to have at their core the best interests of young people, it is

also key to address the complexity ofissue s such as sexual abuse and discrimination due to gender -
related motives. On the one hand, children must be protected from dangers due to their special

Shttps:// www. ohchr . entegc/heam/i ismsst/ ri unnset v tusmee In it 151§/ @lva tooil | @emgeat @vnasmh e. n
“https:// www. coe. i-maf tal svkobid wmraglonry e notnp 0 B v e ratnikdnognb a tvii od € nc e

agai-wmesmeand o meswviiocl ence
Shttps://tinyxwmlv.eamdm/o®@BYV

Co-funded by Funded by the European Union. Views and opinions expressed are however
the E Uni those of the author(s) only and do not necessarily reflect those of the
€ European Union European Union. European Union cannot be held responsible for them.



https://www.ohchr.org/en/instruments-mechanisms/instruments/declaration-elimination-violence-against-women
https://www.coe.int/en/web/gender-matters/council-of-europe-convention-on-preventing-and-combating-violence-against-women-and-domestic-violence
https://www.coe.int/en/web/gender-matters/council-of-europe-convention-on-preventing-and-combating-violence-against-women-and-domestic-violence
https://tinyurl.com/GBV-convention

against gender-based
violence anling

f\hle

status as vulnerable groups (which contains other subcategories of vulnerabilities other than age);

and on the other hand, children must also be given the means and tools to understand dangers
and to fight GBV (Archard, Macleod, 2002). The latter reasoning includes also granting them an
agency such adulthood, meaning that society and legislators must conside  r them also when
discussing about committing crimes (being not only a victim but also a perpetrator) and possibility

to act in the sexual sphere. The pr esent dichotomy among dependency and autonomy has been a
common underpinning of major pieces of legislation involving young people, and this will only
increase the difficulty of addressing topic s like sexuality and gender identity .

Moreover, GBV represents a distinct and specific form of violence, which needs to be differentiated
from other forms of violence. It is important to address that any crime happening to a woman
cannot be defined immediately as a GBV act. Recognising the context is key before drawing
conclusion s which may not match the real reason. It is important to keep in mind that GBV can be
identified in the motive of the perpetrator, and the motive would be to threaten to hurt or hurt a

person or a group of people for their gender or gender identity.

While most research on GBYV is mare prone to focus on cisgender women and girls, it is important

to recognise that GBV affects individuals of all genders . Emerging research showsthat the LGBTQI+

community , as well as men who do not conform to patriarchal norms of masculinity, are

disproportionally harmed by GBV (Dunn, 2020). These individuals are targeted due to their

sexuality, gender expression and identity, stressing the necessity for new and even more

comprehensive and inclusive definitions of GBV. For the aforementioned reasons, the term
JgenhWasedj is used because such violence iGBYshaped
appears to be a more comprehensive and inclusive  term since it can be applied to all instances

where gender is the basis for violence carried out against a person, transcending gender binarism

and including all L GBTQ+ people . Furthermore, men and boys can also be victims of GBV, even if

to a statistically lesser extent in comparison with women and girls, but it should not b e neglected®.
TheUNHCR has adopted the UASC definition of GBV as
i s perpetrated against a personAs will and that is
between males and females. It includes acts that inflict phy  sical, sexual or mental harm or suffering,

threats of such acts, coercion, and other deprivations of liberty. These acts can occur in public or in

privateij

2.3 Key features of GBV

Although there are many different forms of GBV, it is possible to identify a set of key features which
can help individuals z including children and young people z to identify or recognise it.

First of all, GBV is a phenomenon that is not confined to a specific culture, region, or country, or to
specific groups of people within a society. Therefore, GBV is both universal and local. It is universal
in that there is no region of the world, no coun  try, and no culture which is free from and not affected

https://www.coe. i-mbaif eal sitghhdracderd ol ence
7 https://gbvguidelines.org/en/capacity _-building/iasc -gbv-guidelines -introduction/ .
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by it. However, it is important to point out that

can be diverse. For example, women in some countriesmay  experience a lower or higher threshold
of violence depending on the personal perception, which might also be influenced by  cultural
systems they are living (Eurostat, 2022 ).

The different manifestations of such violence and a personal experience of it is shaped by many
factors, including economic status, race, ethnicity, class, age, sexual orientation, disability,
nationality, religion, and culture. Moreover, different forms of GBV may be linked, or reinforce one
another, with many forms of violence occur  ring in more than one setting: for example, trafficking

is a form of GBV that involves family, community, and State and crosses international boundaries

(UN Secretary General, 2006). Secondly, most forms of violence including IPV, child sexual abuse,
and much non -partner sexual abuse do not occur as single or unique incidents, but are ongoing
over time, even over decades. Often, the victim not only knows the perpetrator(s) but m ight live
with or interact regularly with them (Watts & Zimmermann, 2002).

GBY often features aspects of Jvictim blamingi,
to victims. Girls or women who have been sexually assaulted or raped are frequently said to have
Jprovoked itj or 3deser ved ribehavedlypvernwhenthewatinisa h ey
child (Watts & Zimmermann, 2002). As one of FRA survey (2014) key findings reported, for all types

of violence, most women do not report their experiences to the authorities due to victim -blaming,

fear, shame, or lack of confidence in the authorities . Victims had reported their most serious
incidents of IPV to the police in only 14 per cent of cases, and the most serious incidents of non -
partner violence in only 13 per cent of cases. The 2016 Eurostat survey  showed that more than

one in five respondents believe that women often make up or exaggerate claims of abuse or rape,

and 27 per cent think that there are situations where sexual intercourse without consent is justified,

meaning that the full scale of GBV is not reflected in official data and is underestimated.

All forms of GBV have a profound impact on victims, causing both  immediate and long -term
physical and mental health consequences, while also placing a significant burden on society. The
FRA survey (2014) revealed that v i c texperentes fear, anger, shame , loss of self-confidence ,
vulnerab ility and anxiety as emotional response to victimisation . Additionally, around half of the
victims suffered injuries. Research conducted by EIGE in 2022 shows that psychological violence
can lead to higher risks of suicide, depression, and post  -traumatic stress disorder (PTSD) . As far as
the economic and societal costs are concerned, all forms of GBV always  incur several types of costs,
in the short and the long term: the direct cost of services in relation to violence, the indirect cost of

lost employment, and productivity, the value placed on human pain and suffering are just some of

them. GBV is a serious and m ajor public concern, which should not be considered and addressed

as a private issue. Therefore, more should be invested in early intervention and prevention
strategies, rather than allowing such violenceto  persist.

Shttps://europa.eu/eurobarometer/surveys/detail/ 2115
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3. The phenomenon of GBV  online
3.1Introduction

The boundaries between physical and digital world have fallen. Due to technological progress, it
has now become a current habit to seek or transfer social relations in the virtual world (Grignoli,
Barba, & D'Ambrosio, 2022). Therefore, as Internet access increases across the globe, so  do
incidents of GBV online. The use of digital communication technologies for the facilitation of
psychological and sexual violence and harassment is an increasingly significant and widespread
phenomenon. These attacks, together with other violent forms of GBV online, create many safety
concemns and psycholog ical damages, involve great invasions of privacy, and can have significant
financial costs for those targeted.

This chapter focuses specifically on GBV online: an area that is under -researched and mistakenly
considered as a phenomenon wholly separate from 31
Griffon, 2021). Nevertheless, GBYV online can (and should) be considered an extension of GBV in the

more traditionally understood sense, since it is caused by the same social norms and structural

di scriminations and inequality as Jdoffline} societ

3.2 Defining GBdhlineand its key features

A different set of terminologies are used to describe the specific issue of GBV online, ranging from

gendered cyberhate, technology -facilitated violence to digital violence, networked harassment, and

online violence against women and online misogyny (Ging, & Siapera, 2018). For instance, the

Centre for International Governance Innovation (2020) uses thetermtechn  ology -facilitated gender -

based violence (TFGBV) t o de-sasedvioleree thhtautilisesodigitalr n  f or m
technol ogies to cause har ms -basddYijlence THGBYV iorooteceim f or ms
discriminatory beliefs and institutions  that reinforce sexist gender norms. It intersects with racism,

homophobia, transphobia, ableism and other discriminatory systems in many of its

mani festationsj. GBV online is a term that also in
control curr ent or former intimate partners; stalking and harassment through telecommunications

tools and on social media platforms; and exposing personal information (doxing) or abusive

content (e.g., the non -consensual sharing of sexualised images or videos) through  content hosts

and social medi aetap,PMAY.f or msj (Suzor

The Group of Experts on Action against Violence against Women and Domestic Violence  (GREVIQ,
in its General Recommendation No.1 (2021), analyses the digital dimension of violence against
women which 3encompasses a wide range of acts onli
continuum of violence that women and girls experience for reason s related to their gender,

including in the domestic sphere, in that it is a legitimate and equally harmful manifestation of the

gender-based violence experienced by women and girls of fl i nej . Precisely,
understanding of the concept of violence against women in its digital dimension encompasses both
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online aspects (activities performed and data available on the internet, including internet

intermediaries on the surface web as well as the dark web) and technology  -facilitated (activities

carried out with the use of technology and communication equipment, including hardware and

sof t ware) harmful behaviour perpetrated against wom

The concept of GBV online has also become a topic of discussion and analysis at the European level.

In 2021 the European Parliament has adopted the European Added Value Assessment (EAVA),

which complements its own initiative legislative report on Combating Gender -based Violence:

Cyber Violence (2020/2035(INL), requesting the Commission to submit proposals 0 n combating

GBVand on adding this phenomenon as a new area of crime listed in Article 83(1) of the TFEU . In

the EAVA, the Par | i adeebasedcybergdiehce igdnevslving itseef duelog e

the changes in technology and behaviour which sum with the complexity of the problematic of

GBYV. Although there is a broad understanding of what gender  -based cyber violence is and what it

constitutes, t here is no distinct definition, at either EL

GBYV online mainly occurs on digital platforms, such as email, social media, websites, online blogs |,
message boards/forums and instant messaging apps; all these are managed mainly by major tech
companies or Internet service providers. While there is an important aspect in tackling GBV online
by raising awareness and involving communities anc
gender or gender identity and against violence, tech companies must also be part of the process
and manage the content being shared on their platforms in a more restricted and safe manner.

The specific issue with cyber violence is the fact that whatever happens online  has the potential to
be found and experience d by others online in the future . Even if deleted by a user or a digital
platform, a compromising photo or a comment on a picture can continue to be found or circulated
online if other users have saved or created copies (such as screenshots) and reposted content to
other online spaces.

Due diligence and management of online content shared on digital platform by tech industries has

not been thoroughly regulated by the EU before. Some good practices that set an important
underpinning for future regulations are the General Data Protection R egulation (GDPR)in 2016 and
the Audiovisual Media Service Directive (AVMSD) in 2018, which however do not enforce reporting
mechanisms for tech companies to assess if they are  practising due diligence and implement ing
any risk assessment measures to preve nt and combat actively GBV online. Moreover, there are
other good practices and guidelines which are non -statutory for industry  and therefore carry no
assessment or reporting requirements

The issue of regulating tech industries on the content shared on their platforms has been a key
topic in recent years in the EU. In 2020, discussions around the Digital Service Act (DSA) started to
arise and the document started to be drafted, due to the sharp increase in the use of digital
platforms and the amount of data and information shared . The DSA came into force for numerous

https://www. europarl|l .europa.eu/ RegbhData/etudes/ STUD/ 2021/ 6626 2
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Very Large Online Platforms (VLOPs) on 25 August 2023 and it will be a key driver in changing the
landscape of online content regulation °. The DSA provides tech companies with a framework on
how to contrast illegal and harmful content online. The DSA can be a strong tool to tackle the issue

of GBV online, however at the time of this research report publication, it is too early to assess
whether the enforced measures will be efficiently implemented by tech companies and effective in
fight ing this issue. In fact, one concern around the DSA in general is its broad nature: the legislation
seemed to tackle different issues related to the online environment in a very general way to create

a tool that can fit all demands (van Hoboken et al., 2023). Moreover, there would be the need to
raise awareness about GBV online among specific categories of workers in the sector, such as
content moderators. It could be key to use an intersectional approach to solve specific risks such as
GBV, which can intertwine with many other risks such as racism, age, ethnicity and more.

3.3 The nature of GBhline

Nowadays, ICTs and new digital media are increasingly exploited as an instrument for

stigmatisation, discrimination, exclusion, and incitement to hatred or for the perpetration of

numerous forms of violence against certain individuals or groups. Hence, GBV has become a

phenomenon that transcends  online -offline boundaries, persists over time, becomes horizontal,

viral and with very strong impacts and consegqguenc
2022). However, cyberviolence is very often dismissed as an insignificant or minor virtual

phenomenon, that is less dangerous and impactful to its victims, as harmful and violent digital acts

do not always lead directly to visible physical harm. The violent acts and threats perpetrated

through technology and  taking place in the digital sphere are an integral part of the same violence

that victims experience in the physical world, for reasons related to their gender.

As Henry and Powell (2015) highlight JUCTs are o
construction of increasingly 3flexible} or 3fluidi
gender dualisms, hierarchies, and power relations, yet att  he same time, they may also create

opportunities for the reconstruction and widespread dissemination of more traditional gender

normsij. Therefore, digital technologies do not mer
but also create new ones (Ging & Siapera, 2018). While hate speech, sextortion, non -consensual

sharing of intimate images, and doxing may occur exclusively online, they may also occur in

connection with offline events, and they almost always have consequences or repercussions that

are experienced both on - and offline. For instance, Amnesty International (2017)  ran a poll in which

it was discovered that 41 per cent of women who had experienced online abuse or harassment

reported that, on at least one occasion, these experiences made them feel worried about their

physical safety . Nevertheless, it is important to note that cyberviolence against men and boys,

including online (sexual) harassment , cyberbullying and the sharing of images without consent, is

an equally significant and growing problem which should not be neglected nor denied.

Vhttps:lle/lxewrwur opa.oeadl/elngd&IN/ TXT/ PDF/ 2uri =CELEX: 32022R2065
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As Henry and Powell (2015) highlight, the problemof GBV onlinei s of t en f r agpeeiit as Jan
issue of vulnerability, linked to a moral panic over youth sexuality, namely, that young people,

should be protected from online sexual predators
However, 3such cfaltoaceopnt for the nevdyamergiogipatterns of Technology -

Facilitated Sexual Violence (TFSV) and tend to divert attention from the gendered nature of these

h a r nmBigital harms must be ta  ken seriously as distinct harms, especially when directly related to

physical violence. New and appropriate legal frameworks or other remedies considering the

nature, extent, and prevalence of these digital harms need to be further theorised and

implemented , in order to take concrete action and protect victims. There is a need for more

intersectional work and approach, which considers how GBV  online intersects with other forms of

abuse (offline) such as racism, homophobia, classism, and ableism.

Given the huge variety of typologies and subcategories in whichthe ~ phenomenon can be declined,
three main categories of GBV online can be identified, namely: cyber harassment, image  -based
sexual abuse, and ICT-related violations of privacy. Each of these categories contains and
encompasses other more specific phenomena and subcategories, and some of them may
obviously overlap. Besides, it is relevant to highlight that, as GBV online is an evolving issue, its
categories and subcategories may also change in the course of time, mainly due to the continuing

and rapid changes i n technology, and new forms may emerge

Cyber harassment

Cyber harassment is one of the broadest forms of GBV online. It can include unwanted sexually

explicit emails, text (or online) messages; inappropriate or offensive advances on social networking

websites or internet chat rooms; threats of physical and/ors  exual violence by email, text (or online)

messages; hate speech, meaning language that denigrates, insults, threatens or targets an

individual based on their identity (gender) and other traits (such as sexual orientation or disability)

(EIGE, 2017). According to the Cybercrime Convention Committee (2018), cyber harassment
Jinvolves a persistent and repeated coudesignedof cond
to and that causes severe emotional di stress and
terrorise their victims by threatening violence. Cyber harassment can involve a brief incident, such

as a single targeted racist, homophobic, misogynis t, or sexist comment, or a long -term organised

attack .

One specific form of <cyber har awhcmmaytncludesithadon!| i ne
virtual or face -to-face unwanted or unrequired interactions in public forums or chat rooms or

through private communications via mobile phone, e  -mail, applications, or Internet sites using
either verbal comments or graphic images (Barak , 2005). Online sexual harassment also comprises
online sexual coercion and sextortion.  Online sexual coercion entails the use of various  available

or possible means ? such as bribe s, frightening emails, viruses, to elicit sexual cooperation or to
achieve some sexual gains by putting some kind of pressure on a victim . In contrast , online sexual
extortion (also called YsextortionA), is J3the

ac
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videos, deepfakes, sexual rumours) to menace, coerce or blackmail someone, either for more
sexual content or f or (vamDenWilg 202130 met i mes bot hj

Cyber harassment also includes another quite widespread form of GBV online, which is
bYcyberbullyingA. Many different definitions of cy!
which can be summari sed broadl y elsctrodicondigitalmedaavi our |
by individuals or groups that repeatedly communicate hostile or aggressive messages intended to

inflict harm or di scomf o Chidemandywundpeapls jarefofitteknynaga, 2
victims of cyberbullying; the ter m includes adults, particularly journalists. In 2017, the Council of

Europe study on 3journalists under pressurej demon
47 Member States have experienced cyberbullying during the last three years. Cyberbully ing thus

also impacts the freedom of speech and expression (Clark & Grech, 2017 ). Additionally, many

journalists, human rights defenders, and politicians face daily death or rape threats just for

speaking out about equality issues or for simply beingawom  anin a leadership role.

Hate speech has been understood by the Council of Europe's Committee of Ministers (2022) as
comprising Jall types of expression that incite,
discrimination against a person or group of persons, or that denigra  tes them, by reason of their

real or attributed personal characteristics or status such as race, colour, language, religion,
nationality, national or ethnic origin, age, di sa
Hate speech dehumanises and encourages violence or hatred toward a person or a group of

people based on an identifying feature. For this reason, intersecting identity factors can increase

the likelihood that a person will be targeted by hate speech (Dunn, 2020). Hate language is
characterised by ts multi -of f ensi veness and risk of escalation s
verbally attack the victim but the social category to which he or she belongs, instigating other users

to do the samej ( Gr i g n o2).iThe ridR af esbatatior§& on hé\gtharihandy s i o , 20
consists of the social acceptance of discrimination or normalisation of hate and violence, which also

allows an increase in hate crimes.

Hate speechis aquite controversial topic, since it often conflicts with other fundamental rights, such

as the right to freedom of expression and freedom of speech (Cammaerts, 2009). Hate speech
constitutes a specific type of expression, which might undermine safety, health, morals, or
reputation, and more generally speaking the human rights of others . Consequently , in recent years,
many countries have started to ban or at least regulate  , and discipline hate speech, including cyber
hate in their national legislation. ~ With the i nternet providing a platform for freedom of expression ,
hate speech has proliferated in the digital world, withwhite  -supremacist, Islamophobic , antisemitic ,
anti-LGBTQ+, and women-hating or misogynistic groups finding spaces to gather and promote
their discriminatory belief, or spilling over into the physical world, causing violence and even death.

Social media platforms and online chat forums have been known to host groups that promote

hatred against women and girl s, including incels
documented cases, hateful online rhetoric spread by the members of these groups has led to
violence against women and g irls in the physical world. Indeed, according to Nussbaum (2010),
much of the gender -based hate speech online is committed instrumentally to satisfy the needs of
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the hater. This objectification is frequently contingent on the reduction and debasement of the
victim to bodily parts and physical appearance.

As reported by the GREVIO in its General Recommendation No.1 (2021) on the digital dimension of
violence against women, sexist behaviour such as sexist hate speech often constitutes a first step

in the process towards physical violence . It also contributes to a social climate where women and
girls are demeaned, their self -regard and self -esteem lowered and their activites and choices
restricted, including at work, in their private, public life or digital environment. Misogynistic, sexist,
or hurtful hate s peech frequently includes 9s-sbhami ngA, which can be defi
attacking or stigmatising a person based on their appearance, sexual availability, and actual or
perceived sexual behaviour, or for engaging in behaviour judged to be promiscuous or sexually
provocative. It is a long -standing form of GBVand victim blaming, which often occurs in cases of
sexualised bullying, and is amplified in the digital sphere.  The expansion of the phenomenon in the
digital sphere is due to the facility and the speed with which such content has the potential to be
shared. The incitement also from other people , even strangers, can also play a critical role in such
phenomenon. Like other forms of GBV online, slut -shaming is underpinned by sexist attitudes and
stereotypical views of gender roles, deeply rooted in structural relationships of inequality between
women and men. However, it is worth remarking that men and boys, partic ularly those belonging
to the LGBTQ+ community, can be as well victims of slut -shaming and other forms of cyberhate,
and that girls and women can also be perpetrators of these practices, being gender stereotypes
and stereotypical attitudes and behaviours often internalised and assimilated by anyone,
regardless their gender identity.

Image-based sexual abuse

The second categoryof GBV onlinei s Ybmagd sexual abuseApnseasuat o r ef et
intimateimage sA ( NCUU) . T h e-based sexxiagbuse wad definad doygUK scholars Claire

McGlynn and Erika Rackley in 2017 as J3pri vate sexual i mages that h
distributed without the consent of the person featured in them, as well as the threats to create and

di stribute these i magesij. V e rcgnsensually/mom -conspneuallyp et r at or
obtain sexually explicit images or videos during a relationship (or during a previous intimate

relationship ) or obtain them by hackingorsteaing t hem from the victi mAs compl
accounts or phone, to share them online. Similarly, the non  -consensual distribution of intimate
imagesoccur s when a personAs sexual, private, and/ or
means (or are threatened to be shared through ICT means), with a wider than intended audience

without the subj ect Mpopdapdscoarse ithe rhostecaommon ten@sedt) .

define this second category of GBV online is 'revenge porn', a flawed term, asitwr  ongly implies that

the victim is to blame in some way. Additi-onally,
consensual nature of the practices. Therefore, NClIs or image -based sexual abuse are the preferred
terms .

Even the Special Rapporteur on violence against women, its causes, and consequences, in its 2018
Report, wuses this term tcansenseakoolimeidissemingtionefentingte | y
images, obtained with or without consent, with the purpose of shaming, stigmatising or harming

t he
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the victim, in retaliation for ending a relationsh
a partner (or ex -partner) is involved in the dissemination or distribution of the materials, in order to

humiliate or intimidate the victim. However, per  petrators of NCII are not necessarily partnersorex -

partners, and this does not necessarily need not be motivated by personal revenge or by any

personal feelings towards the victim. Images and videos can also be obtained by hacking into the

vi ct i mAter, saial media accounts or phone, and can aim to inflict real damage on the
victi nwvosr Itk ali fe (such as getting them fired from

Common motivations include sexualising the victim, inflicting harm on the victim, seeking revenge,

seeking sexual gratification or monetary gain, or negatively affecting the life of the victim. While

partners or ex -partners are commonly the ones who take o r distribute sexual images/videos
without the victimAs consent, perpetrators also i
members, colleagues, friends, and strangers. According to the Cyber Civil Rights Institute (2015), up

to 90 per cent of non -consensual intimate image victims are women, where 57 per cent of the

victims stated that the material was shared by an ex  -boyfriend. This trend has been confirmed in

several European countries, such as Italy, w here 83 per cent of the victims of NClls were women

(Sangiovanni, 2021). In France (2020) one youngster out of four have seen NClIs between chats and

apps, and 2 per cent of them has been a victim, mainly girls  **. A study in Belgium (Van de Heyning

et al., 2023) clearly shows that young people are regularly confronted with the non -consensual

reception of sexually explicitimages, particularly girls and women, young people aged 15to 18 and

LGBTQIA+ populations. This study also highlights some important features  such as 1 out of 3 girls

aged 1525 have been a victim of pdrcentbotpedple agechlb 25 § . Mo r
believe that the non -consensual possession of intimate images should be penalised.

The term YsextingA (or mor e c o’mwhichmegnstheseadingaig a 3 se
private or sexual images via mobile phones, computers, online video chat, pictures and videos

sharing sites and social networking sites ? is often used in rela tion to online sexual violence

(Henry& Powell, 2015). The act of creating and sending intimate pictures betweentwo  minors who

know and trust each other , while technically illegal in many countries, is often not pursued by law

enforcement who recognise it as consensual and typically age -appropriate behaviour. For two

consenting adults, the consensually sending of intimate images is not illegal. As the EU project
CYBERSAFE (2021) explains, 3young people experi men
and online. On social media and apps, they make friends, flirt, date and sometimes exchange

sexual messagesi . Th e ecegnigethatthisséxua explorationismsuallypatant t o r
of the normal social, emotional and sexual development of  young people and that online contact

can contribute to their ddélowederpitpmgbtrappen thatttieseposi t i v e
practices may turn badly , especially when the images are shared outside the involving parties

without asking for consent and therefore breaking  the relationship of trust . It is precisely the non -

consensual aspect of these practices which makes them distinct from sexually explicit content

online more broadly. Therefore, image -based sexual abuse and NCII are a category of GBV online

“https:// madame. | epfgmamd ddsiHiseoucsi edjtue /taxde jed-tee mod uwn e v e-p g eent u-d e
2102209891
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that constitutes a real crime and violation, regulated, and punished in several countries through
criminal laws and procedures.

ICTrelated violations of privacy

The third category of GBV online comprises all those  criminal, offensive practices that involve some

form of violation of privacy to people. Similarly, to what has been explained above in reference to

NClIs, in most cases, these types of practices constitute a very serious crime and violation of

fundamental rights (e.g., right to privacy, right to personal liberty and integrity etc.,) in many

countries around the world. ICT -related violations of privacy may include computer or mobile

intrusions to obtain, steal, reveal or manipulate intimate data, the researc hing and broadcasting of
personal data (YdoxingA), the theft of personal i d:¢

Thanks to the anonymity, ease, and efficiency of the Internet,  cyber-stalking can occur in a multitude

of ways, like one user repeatedly sending unwanted, hostile, or threatening e  -mails/instant

messages to their victims. It can also involve the online impersonation of the victims, by stealing

their accounts or login creden t i al s, or the surveillance of a viect
technologies (Marcum, Higgins & Ricketts, 2014). Similar to NCII or image -based sexual abuse, the

development of new and sophisticated technologies, such as applications and software, has very

often facilitated cyberstalking.

Among the most common consequences of ICT violation of privacy is  doxing. Doxing is an online

abusive practice that consists of publishing, mani
and sensitive data online such as home address, contact details, photographs, personal legal name

and the names of family members,wit hout the victi mAs consent or aga

Speci al Rapporteur on violence against women (201,
personal information and data retrieved by a perpetrator is made public with malicious intent,
clearlyvi ol ating the right to privacyj. Doxing has bece

harassment against them and making them fear that they may be harassed or harmed in person

(Dunn, 2020). It is very often perpetrated in the context of IPV or dom  estic violence, but, given the

fact that it is a practice quite widespread on social media platforms and on instant messaging

platforms, it is also frequently employed by cyberbullies and online gamers to expose and shame

their victims, especially womenan d gi r | s. For instance, Amnesty 0Unt
found that in the USA, almost 1 in 3 women who experienced abuse or harassment on social media

platforms had been doxed. Moreover, since the publication or disclosure of personally identifia ble

information usually allows victims to be physically located, doxing can also be a precursor for

violence or harassment in the physical world (EIGE, 2017). In France, a new trend has emerged

which consists of creating a new type of Snapchator Telegram account call ed J3fichaij
ridicuing i n public). These | ocal gsomeimastinderageepnoded, young
revealing both their identity and contact information, directing mobs of sexual abusers at them, in

their local community (Brud vig, Chair & van der Wilk, 2020).
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3.4 Risks, causes and consequences

The Mediterranean Institute of Gender Studies, in its Glossary of Gender  -related Terms (2009)

defines HYintersectionalityAN as J3a tool for anal ysi
multiple discriminations and helps understand how different se ts of identities impact on access to
rights and opportunitiesj. Untersectional analysis

layered identities derived from social relations, history, and the operation of structures of power 12,

Therefore, intersectionality is a useful analytical tool for studying, understanding, and responding

to these multiple identities, also by identifying the various ways in which gender or gender identity
intersects with other individual features. It also ai ms at revealing how these intersections expose
the different types of identities to unique experiences of discrimination, disadvantage, oppression,

or privilege, that occur because of this combination of identities.

For the purpose of this research, it is key to focus on the intersection between children and young
people and gender identity. They could be victim of specific acts such as sexual abuse, production,
and dissemination of child sexual abuse material (CSAM), grooming and so on. These illegal acts
could intertwine with gender -based motives. Gender plays a significant role in cases of groo  ming,
where there are distinct gender differences observed among victims of sexual abuse and
exploitation. A recent study (Agir Contre la Prostitution des Enfants, Child10, Child Focus, Protect
Children, Netzwerk gegen Menschenhandel, 2023) ha s shown that in Belgium, the majority of
reported grooming cases in 2021 involved girls under the age of 16, constituting 75 per cent of the
total 43 cases. Similarly, in Germany, girls accounted for 74  per cent of the victims, while boys
accounted for 26 per cent. In Finland, although the gender disparity was slightly less pronounced,
girls comprised 67 per cent of the victims, comparedto 34 per cent who were boys. The same trend
can be seen in the CSAM production and dissemination , where girls represent 91 per cent o fthe
victims (INHOPE, 2022). These examples highlight the gendered aspects present in specific forms

of violence, emphasising the need for targeted interventions and support.

Building upon the industry perspective  afore mentioned , an intersectional model of operation is
needed to tackle GBV that intertwines with other types of discrimination, and which can create an
even more delicate situation for certain vulnerable group. The possibility to create an
interconnection within diffe rent variables which could cause more discrimination and
disadvantage to a specific individual due to their gender identity, race, ethnicity, age, social status,
political belief and other could be effe ctive to future policy regarding the issue (e.g., the DSA). It is
crucial for legislators and policymakers to receive training on intersectionality and understand how

to apply it in effectively in policies (Allen, 2022).

To effectively address GBV, it is essential to recognise and understand how different individuals are
impacted based on their gender and sexual identities, ethnicities, abilities, and cultures. Developing

Yhttps://eige.europa.eu/thesaurus/terms/ 1263
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